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1 Introduction

TheCentral Data Exchange (CDX) is a wihsed systernthat facilitateslectronicdata
submissions to the United States Environmentaldetimn Agency (EPA). CDX allows users
submitting data to EPA to register for specific progsainterest. CDX als@rovidesEPA
Program Gfices a common framewofflor usergo satisfy reporting requirements across
multiple EPA programsPlease refer tavww.epa.gov/cdxor more information about CDX.

1.1  Purpose

The purpose of this document isdescribethe registration processes tbe Pesticide

Submission Portal (PSPyogram ServiceThis document assshewandexistingCDX users
registerfor PSP describes thelectronic process tequest an EPA company number, and details
the Authorized Agent role sponsorship process

1.2 Topics Covered

This document covetithe steps necessary to register for CDX and .PI3ié@do ¢ u m esectiofiss
arebelowdescribed:

1 Section2 lists the system requirememtscessaryo access and interact wi@DX and PSP

1 Section3 guidesusersthrough the CDX screens that do not regaigser account.
1 Section4 introduces theoles available for the PS®ogram Service

1 Section5 describes the steps to register for B&PPrimary Submitter role as a new CDX
user.

1 Section6 detailsthe additional verification processnecessaryor certainroles.

1 Section7 walks through the steps to add ®®PPrimary Submitter role to an existing CDX
account.

9 Section8 describes how to request BRA companynumberusingP S PQ@ospany Number
GeneratofCNG) application

1 Section9 explains the role sponsorship procsshe PSFAuthorized Agent role

1.3  Application Support

Helpis awilableby contacting the CDX Help DegiCDXHD) using one of the following
options:

1 By Telephone:
Persorto-person telephone support is available from 8:00 am to 6:00 pm eastern standard
ti me/ eastern daylight t i mefreglifeatB3sBacn1995or Cal |
+1 (970 4945500 forinternational callers

1 By Email:
Send an ematb helpdesk@epacdx.neti t h A Techni cal Supporto i
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1 By Chat:

Click the oO0Chat wi tlhi ntkh eo nC X 3bretitedhEperaiz casett U s O
form to enter information regarding your help request.

1 By Contact Form:

Enter i nformation in the text fields under t
screen

1 By Website:

Users can contactaeiCDXHDf r om t he 6 Co n httpsd/cdx.dpagpv/Comacte en at
and read the help sectionhdtps://cdx.epa.gov/Help
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2 System Requirements
The following items are rpuired b use CDX:

9 An eemail account

1 A JavaScript enabled web browser

1 Internet access

1 A vendor supported version of Adobe Acrobat Reader

2.1  Supported Browsers

For optimal performance, it is recommended that Google Chbenusedo access the PSP
ProgramService However, the following browsers are supported:

1 Vendor supported versions of Google Chrome
Go to the following link to download:
http://www.google.com/chrome

1 Vendor supported versions of Mozilla Firefox
Go to the following link to download:
https://www.mozilla.org/erJ S/firefox/new/

1 Vendor supported versions Blicrosoft Internet Explorer (IE) or Edge
Go to the following link to download:
https://www.microsoft.com/ens/edge

1 Vendor supported versions of Safari
Go to the following link to download:
https://support.apple.com/downloads/

2.2 Screen Resolution

Screen resolution should be set to 1024 x 768 or greater.

OPP CDX Pesticide Submission Portal Registration User Guide August 25, 2020
3


http://www.google.com/chrome
https://www.mozilla.org/en-US/firefox/new/
https://www.microsoft.com/en-us/edge
https://support.apple.com/downloads/

CDXs

3 CDX Navigation

The following section provides an overview of 8@eenghat are accessibte users prior to
completingthe CDX registration process.

3.1 Overview

EPA programs andarious stakeholdersse CDXto manage environmental data transmitted to
EPA to meet reporting requiremen®DX registrationallows EPA Program Officet® define

the roles andollectedinformation required to complete the registration procasdfacilitate

user access to a progra@DX captures the requirements for e&bgram Servicand role and
promptsusersfor only requiredinformation. Some roles do not require additional information
whereasothers requiradditionalidentity verificationandbr information processing. The

following subsectionsvalk through howto navigatehe tabs on thEDX6 Home 6. scr een

32 CDX 6 H$cmend

The CDX6 Bmedscreeris the landingpagefrom whichusersaccess and interact witkarious
CDX functions The CDX6 Bmedscreen can be accesssthttps://cdx.epa.ggwand provides
uses with the following features:

T Log In: Users witha CDX account may log into the system by entetivair user
identification (ID), entering the correspingpasswordand c¢cl i cki ng the O0Log
located on the right side of the screen.

1 Registration: Users without a CDX accountmayl i ck t he ORegi ster with
initiate the registration process outlingdSection5.

1 Welcome AnnouncementThis area provides welcome teatailableto all visitors toCDX.

fImportant Alerts: The al erts in the ONoticesd box that
Announcement 6 anpprogramsdpee csiyfsitcemm nf or mabrlyon. The
appeas whenthere areCDX alerts.

1 Warning Notice and Privacy Policy:The O6War ni ng Notice and Priyv
section providesisershe terms of use for the CDX systemegardless of whetharuselogs
into or registes with CDX.
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Exhibit 3-1 shows a screen capture of the CB¥ome&d s cr een ( Scr ol | 1)

“EPA
o’
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions

CDY: Central Data Exchange e
1

Log in to CDX
User ID

Password

Forgot your Password?
Forgot your User ID?
Warning Notice and Privacy Policy

Welcome

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (CDX) - the Agency's electronic reporting site. The
Central Data Exchange concept has been defined as a central point which supplements EPA reporting systems by performing new
and existing functions for receiving legally acceptable data in various formats, including consolidated and integrated data.

Warning Notice

In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully understand and consent to all
of the following:

1. you are accessing U.S. Government information and information systems that are provided for official U.S. Government purposes only;

2. unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal, civil, administrative,
or other lawful action;

3. the term U.S. Government information system includes systems operated on behalf of the U.S. Government;

4. you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored on U.S. Government
information systems;

5. at any time, the U.S. Government may for any lawful government purpose, without notice, monitor, intercept, search, and seize any authorized
or unauthorized communication to or from U.S. Government information systems or information used or stored on U.S. Government
information systems;

6. at any time, the U.S. Government may for any lawful government purpose, search and seize any authorized or unauthorized device, to include
non-U.S. Government owned devices, that stores U.S. Government information;

7. any communications or information used, transmitted, or stored on U.S. Government information systems may be used or disclosed for any
lawful government purpose, including but not limited to, administrative purposes, penetration testing, communication security monitoring,

Exhibit 3-1: CD X 6 H 8areerd(Scroll 1)
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Exhibit 3-2 shows a screerapture ofthe CDXHo me 6 screen ( Scr ol
|

1.
2.

8.

Welcome

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (CDX) - the Agency's electronic reporting site. The
Central Data Exchange concept has been defined as a central point which supplements EPA reporting systems by performing new
and existing functions for receiving legally acceptable data in various formats, including consolidated and integrated data.

Warning Notice and Privacy Policy

Warning Notice

In praceeding and accessing U.S. Government information and information systems, you acknowledge that you fully understand and consent to all
of the following:

you are accessing U.S. Government information and information systems that are provided for official U.S. Government purposes only;
unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal, civil, administrative,
or other lawful action;

. the term U.5. Government information system includes systems operated on behalf of the U.S. Government;
. you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored on U.S. Government

information systems;

. at any time, the U.S. Government may for any lawful government purpose, without notice, monitor, intercept, search, and seize any authorized

or unauthorized communication to or from U.S. Government information systems or information used or stored on U.S. Government
information systems;

. at any time, the U.S. Government may for any lawful government purpose, search and seize any authorized or unauthorized device, to include

non-WU.5. Government owned devices, that stores U.S. Government information;

. any communications or information used, transmitted, or stored on U.S. Government information systems may be used or disclosed for any

lawful government purpose, including but not limited to, administrative purposes, penetration testing, communication security monitoring,
personnel misconduct measures, law enforcement, and counterintelligence inquiries; and
you may not process or store classified national security information on this computer system.

Privacy Statement

EPA will use the personal identifying information which you pravide for the expressed purpose of registration to the Central Data Exchange site
and for updating and correcting information in internal EPA databases as necessary. The Agency will not make this information available for other
purposes unless required by law. EPA does not sell or otherwise transfer personal information to an outside third party. [Federal Register: March

| 2)

18, 2002 (Volume 67, Number 52)][Page 12010-12013].
Exhibit 3-2: CD X 6 H 8areerd(Scroll 2)
3.2.1 About CDX
Usersc an access the bydidckibgitheChD¥d 9 abededmrd O6About d
CDX6 Bbmédsada een. The O6About CDX6 screen provides

requirements and procedures that users should be aware of concerning regulation, user, and
systempolicies.

OPP CDX Pesticide Submission Portal Registration User Guide
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Exhibit3-3shows ascreencpur e of the OAbout CDXO®6 screen (S

<EPA
o
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

CD)% Central Data Exchange Contactis

Log in to CDX
User ID

Password

‘logIn | Register with CDX

Forgot your Password?
Forgot your User ID?
‘Wamning Notice and Privacy Policy

About CDX

Regulation | User Information | | System Information |

The CDX registration site supports the requirements and procedures set forth under the EPA's proposed Cross-Media
Electronic Reporting Regulation. The following language about registering for Central Data Exchange comes from Part D (i.e.
"Submitter registration process™) of the Section 3.2000 (i.e. "What are the criteria for acceptable electronic document
receiving systems?"):

An acceptable electronic document receiving system must require that anyone who submits an electronic document to the
system first register with the agency to which the document is to be submitted. The registration process must establish the
identities of both the registrant, who is the prospective submitter, and any entity that the registrant is authorized to represent,
and must establish that the registrant is authorized to submit the document in question for the entity being represented. In
addition, where the documents to be received will require signature, the registration process must:

(1) Establish the registrant's identity, and the registrant's relation to any entity for which the registrant will submit
electronic documents, with evidence that can be verified by information sources that are independent of the registrant and
the entity or entities in question and that would be sufficient to identify the registrant as the signature holder for purposes
of supporting litigation consistent with paragraph (b) of this section;

(2) Establish and document a unique correlation between the registrant and the code or device that will constitute or
create the electronic signature of the registrant as a submitter;

Exhibit 3-3: About CDX Screen (Scroll 1)
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Exhibit3-4s hows a screen capture of the OAbout

(2) Establish and document a unique correlation between the registrant and the code or device that will constitute or
create the electronic signature of the registrant as a submitter;

(3) Require that the registrant sign on paper, or in such other manner or medium as the Administrator in his or her
discretion may determine as appropriate for a category of electronic reports, an electronic signature agreement specifying
at @ minimum that the registrant agrees to:
(i) Protect the electronic signature from unauthorized use, and follow any procedures specified by the agency for this
purpose;
(i) Be held as legally bound, obligated, or responsible by use of the assigned electronic signature as by hand-written
signature;
(iif) Where the signature method is based on a secret code or key, maintain the confidentiality of each component of
the electronic signature;
(iv) In any case, never to delegate the use of the electronic signature, or in any other way intentionally provide access
to its use, to any other individual for any reason; and
(v) Report to the entity specified in the electronic signature agreement, within twenty-four hours of discovery, any
evidence of the loss, theft, or other compromise of any component of an electronic signature;
(4) Provide for the automatic and immediate revocation of an electronic signature in the event of:
(i) Any actual or apparent violation of the electronic signature agreement;
(i) Any evidence that the signature has been compromised, whether or not this is reported by the registrant to whom
the signature was issued; or
(iif) Notification from an entity that the registrant is no longer authorized by the entity to submit electronic documents
on its behalf;
(5) Require that the registrant renew his or her electronic signature agreement at least once every two years, or upon
request by EPA, with a renewal agreement that:
(i) Complies with the provisions listed in paragraph (d)(3) of this section; and
(i) Includes the registrant's certification that he or she has complied with provisions listed in paragraph (d)(3) of this
section since issuance of the signature, and that all reports submitted under the signature since the electronic signature
agreement was last signed were reviewed and submitted by the registrant;
(6) Provide for a registrant who is surrendering his or her electronic signature to certify that he or she has complied with
provisions listed in paragraph (d)(3) of this section since issuance of the signature and that all reports submitted under the
signature since the electronic signature agreement was last signed were reviewed and submitted by the registrant.

Exhibit 3-4: About CDX Screen (Scroll 2)

3.2.2 Recent Announcements

CDX¢

Usersc an access the 0Rec dynctickidgthet cabn d earbeerl tesdd OsReercesd

Announcement s 6CDX 6 bmelseaeen. dhpscreefprovidbsen extended list of
current and archiveannouncements. The most recent announceratsagslisplay as important
alerts on the CDX Bmédscreenlf an alert on th€DX 6 Bmedscreenis too long, it will
display in a teaser format with a feyfink to view more details. Upon clicking, thgeplication
navigate o t he ORecent Announcements®O scirTkeeen
00l der announ c eduatthetbsttdonoflthe scleen gprovedeslacess to
announcements oldéran six months
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CDXs

Exhibit3-5s hows a screen captur e sodenit he ORecent Ant

Exhibit 3-5: Recent Announcements Screen

3.2.3 Terms and Conditions

Usersc an access the OTerbydickiagidh eCdradi tliadbred & ds drTea
Conditi onsd GIDxX tohHo nteobpissudarpebeites the terms and conditions

for use of the application. Thi $ceianmdadeudes EPA
credential notices. Any user who registers for or has a CDX accountliy lemand by these

conditions.
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